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HOUSE BILL 2115

State of Washington 67th Legislature 2022 Regular Session
By Representatives Kraft, Chase, Sutherland, and McCaslin

Read first time 02/03/22. Referred to Committee on State Government
& Tribal Relations.

AN ACT Relating to improving election integrity, security, and
accountability for Washington voters; amending RCW 29A.60.185,
29A.60.170, 29A.40.100, 29A.72.230, 29A.60.110, 42.56.420,
29A.60.160, 29A.60.190, 29A.60.240, 29A.60.250, 29A.60.260,
29A.08.125, 29A.08.105, 29A.08.620, 29A.08.510, 29A.08.540,
29A.12.020, 29A.12.030, 29A.12.040, 29A.12.070, 29A.12.080,
29A.12.101, 29A.12.130, 29A.12.140, 29A.12.150, 29A.12.160,
29A.12.180, 29A.12.190, 29A.12.200, 29A.36.111, 29A.60.235,
29A.08.775, and 43.09.050; reenacting and amending RCW 29A.40.110;
adding new sections to chapter 29A.60 RCW; adding new sections to
chapter 29A.12 RCW; adding new sections to chapter 29A.04 RCW; adding
a new section to chapter 29A.40 RCW; adding new sections to chapter
29A.84 RCW; repealing 2021 ¢ 26 ss 2 and 3 (uncodified); prescribing

penalties; and declaring an emergency.

BE IT ENACTED BY THE LEGISLATURE OF THE STATE OF WASHINGTON:

NEW SECTION. Sec. 1. A new section is added to chapter 29A.60
RCW to read as follows:

(1) Each year beginning in 2022, the state election audit board
is created for the purpose of overseeing the forensic audit process
required under section 2 of this act. The membership of the board

consists of the following seven members:
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(a) The state auditor, or the auditor's authorized designee;

(b) Four election observers representing four geographic
locations throughout the state, randomly selected as follows:

(1) The state auditor or their authorized designee shall randomly
draw the name of one county from each of the northwest, northeast,
southwest, and southeast regions of the state. The drawing must be
done publicly. Two weeks Dbefore the drawing, each county auditor
shall publish a notice announcing the drawing, including the date,
time, and location of the drawing; the clearly stated purpose of the
notice; and an invitation to the public to attend and observe the
drawing. The notice must be prominently displayed and readily visible
on each county auditor's website, or county website if a county
auditor does not have one, and published in newspapers with the
largest and, if applicable, second largest readership in each of the
four geographical regions and be of a size which occupies at least
one-eighth of a page.

(ii) The county auditors of each of the four counties selected in
(b) (1) of this subsection shall publicly and randomly select one
election observer to be appointed to the state election audit board,
and a second election observer to serve as an alternate, by a drawing
of all the election observer names from the county's previous
election year. Two weeks before the county auditor conducts the
drawing, the county auditor shall publish a notice announcing the
drawing, including the date, time, and location of the drawing; the
clearly stated purpose of the notice; and an invitation to the public
to attend and observe the drawing. The notice must be prominently
displayed and readily visible on the county auditor's website, or
county website if the county auditor does not have one, and published
in newspapers with the largest and, if applicable, second largest
readership in the county and be of a size which occupies at least
one-eighth of a page; and

(c) Two precinct committee officers selected as follows:

(1) The state auditor or their authorized designee shall randomly
draw the name of one county not already selected under (b) of this
subsection. The drawing must be done publicly. Two weeks before the
drawing, each county auditor shall publish a notice announcing the
drawing, including the date, time, and location of the drawing; the
clearly stated purpose of the notice; and an invitation to the public
to attend and observe the drawing. The notice must be prominently

displayed and readily visible on each county auditor's website, or
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county website if a county auditor does not have one, and published
in newspapers with the largest and, if applicable, second largest
readership in each of the four geographical regions and be of a size
which occupies at least one-eighth of a page.

(ii) Each of the two major political party county central
committees of the county selected under (c) (i) of this subsection
shall elect a precinct committee officer to serve on the state
election audit board.

(2) Members serve for one general election cycle. Members must be
appointed to the state election audit board by June 1, 2022, and by
June 1lst each year thereafter.

(3) Members of the state election audit board are eligible to
receive compensation in accordance with RCW 43.03.230, and must be
reimbursed for travel expenses under RCW 43.03.050 and 43.03.060.

NEW SECTION. Sec. 2. A new section is added to chapter 29A.60
RCW to read as follows:

(1) Not more than 45 days after the state election audit board
members are appointed in accordance with section 1 of this act, the
state election audit board shall enter into a contract with an
impartial, nonpartisan, and bonded third-party audit vendor to
conduct a forensic audit of the general election beginning in 2022
and for each general election thereafter, in accordance with the
requirements of this section. The state election audit board may not
contract with the same vendor to conduct the forensic audit more than
one time every three years. The audit must be completed no later than
30 days after the date of the general election.

(2) A forensic audit of the general election must include a
manual hand count audit of all the ballots 1in the following
precincts:

(a) Every precinct in the 10 counties with the largest population
in the state; and

(b) For all other counties not included 1in (a) of this
subsection, the county auditor of each county must randomly select by
a public drawing at least 10 percent of the total precincts in their
county to audit. Two weeks before the county auditor conducts the
drawing of election precincts, the county auditor shall publish a
notice announcing the drawing, including the date, time, and location
of the drawing; a clearly stated purpose of the notice; and an

invitation to the public to attend and observe the drawing. The
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notice must be prominently displayed and readily visible on the
county auditor's website, or county website 1f the county auditor
does not have one, and published in newspapers with the largest and,
if applicable, second largest readership in the county and be of a

size which occupies at least one-eighth of a page.

(3) The following forensic audit procedures apply to all
counties:
(a) Manual count of ballots. For counties described wunder

subsection (2) (a) of this section, a manual hand count must be
conducted of ballots cast in each precinct. For all other counties,
manual hand counts must be conducted in ©precincts selected in
accordance with subsection (2) (b) of this section. A manual hand
count of each ballot by batch shall be conducted by the third-party
audit vendor to ensure the ballots were properly counted and tallied.
If the manual hand count total is different than the total from the
vote tallying system, a second manual hand count of the ballots must
occur. If the second manual hand count matches the first manual hand
count, then that outcome must be used to certify the election. If the
second manual hand count matches the total from the vote tallying
system, then the total from the vote tallying system must be used to
certify the election. If the second manual ballot hand count does not
match the first manual ballot hand count or the total from the vote
tallying systemnm, then the state election audit board shall
investigate the cause of the discrepancy and determine the accurate
count of the votes before the date of the certification of the
election.

(b) Voter registration database. (i) The third-party audit vendor
shall audit the voter registration database and create a log of voter
registrations added to the database, revisions made to existing voter
information in the voter registration database, and cancellations of
voter registrations, made between January 1lst of the vyear being
audited and the date the audit is commenced. For each entry, the log
must include, but is not limited to, the following:

(A) The name of each election official or employee who modified
the voter registration database in any way;

(B) The location from which the individual described in (b) (1) (A)
of this subsection modified the voter registration database;

(C) Whether the modification made was an addition or revision to
the voter registration database, or a cancellation of a voter's
registration;
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(D) A detailed description of the records 1in the wvoter
registration database that were modified and how these records were
modified; and

(E) The source of information relied upon to make the addition,
revision, or cancellation. The third-party audit wvendor shall verify
the legitimacy of the source and check the database for any invalid
entries, revisions, or cancellations.

(ii) The third-party audit wvendor shall audit the voter
registration database for any duplicate entries. Entries must be
checked by a comparison of the name, date of birth, and wvalid state-
issued identification number.

(c) Ballot reconciliation. (i) The third-party audit vendor shall
manually hand count and review the count conducted under (a) of this
subsection for wvalidity and accuracy of the tally as part of the
county ballot reconciliation process in this subsection (3) (c). In
addition, the third-party audit vendor will reconcile the county's
ballot totals including: Number of ballots produced, mailed, and
received; absentee ballots requested, mailed, and received;
provisional ballots issued and received; replacement ballots issued
and received; damaged ballots received and duplicated; rejected
ballots; and ballots counted daily.

(ii) To ensure a complete reconciliation of the election, the
county auditor shall:

(A) Ensure ballots are printed using a paper stock that conforms
to the manufacturer's recommendations and has been tested 1in each
approved vote tabulation system wused 1in the county. The county
auditor shall keep a record of the paper stock amounts received and
used. All paper stock must be fully accounted for and tracked to
allow for easy identification of potential counterfeit ballots;

(B) Ensure all ballots contain an official watermark;

(C) Keep a written log of the number of ballots mailed per day,
for what precincts, a running total of ballots mailed and returned,
and the name of the election official or employee who mailed the
ballots and recorded the daily running total of ballots mailed;

(D) Keep a written log of the names of all in-state voters, out-
of-state wvoters, and overseas and service voters who requested an
absentee ballot, the date of the request, the date the ballot was
mailed, the address the ballot was mailed to, and the name of the

election official or employee who issued the absentee ballot;
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(E) Keep a written log of the date that each provisional ballot
was 1issued; the reason for the provisional ballot request; the name
of the election official or employee who issued the provisional
ballot; the number of provisional ballots issued per day; and the
total number of provisional ballots issued and returned;

(F) Keep a written log of the date each replacement ballot was
issued; the reason the replacement ballot was requested; the name of
the election official or employee who issued the replacement ballot;
the number of replacement ballots issued per day; and the total
number of replacement ballots issued and returned;

(G) Assign each damaged ballot a unigque control number marked
clearly on the front of the ballot. The county auditor shall keep a
written log of the date the damaged ballot was received; the reason
the ballot was declared damaged; the name of the election official or
employee who processed the damaged ballot; the number of damaged
ballots received per day; and the total number of damaged ballots
received;

(H) Keep a written log of the date that each duplicated ballot
was created; the reason that a ballot was duplicated; the name of the
election official or employee who duplicated each ballot; the number
of Dballots duplicated per day; and the total number of Dballots
duplicated. The county auditor shall store all duplicated ballots
separately 1in a container properly identifying the contents as
duplicated ballots. Each duplicated ballot must be marked with the
unique control number of the corresponding damaged ballot. Original
damaged ballots sent to duplication should be stored separately and
properly identified;

(I) Keep a written log of the number of ballots received daily in
each precinct, the number of ballots received per day for all
precincts, the number of ballots received in total, and the name of
the election official or employee recording the information in this
subsection;

(J) Keep a written log of the date a ballot was rejected for each
rejected ballot; the reason for rejecting the ballot; the name of the
election official or employee who rejected the ballot; the number of
rejected ballots per day; and the total number of rejected ballots;
and

(K) Keep a written log of the number of ballots counted daily and
the name of the election official or employee recording the

information in this subsection.
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(d) Chain of custody. The third-party audit vendor shall review
the handling process of the ballots including production, mailing,
receiving, pick up and transfer, batching, labeling, and storage of
ballots to ensure that the chain of custody procedures are sufficient
and were performed in accordance with the chain of custody procedure
manual.

(e) Vote tallies. The third-party audit vendor shall reconcile
the number of registered voters for the general election being
audited, the number of ballots mailed, the number of ballots
received, the number of ballots accepted, the number of ballots
rejected, the number of damaged ballots which have been duplicated,
the number of provisional ballots, the number of counted ballots, and
the number of final votes cast.

(f) Review of voting systems. The third-party audit wvendor shall
review the voting systems used in the election to ensure proper set
up, calibration, maintenance, and function of these systems. The vote
tabulation system must have been subject to a logic and accuracy test
as referenced in RCW 29A.12.130 and must Dbe disconnected from the
internet and other mechanisms that could allow remote access to the
vote tabulation system or its network. All data stored on the device
must be stored for at least 22 months and is subject to all election
audits and forensic image procedures required under section 5 of this
act.

(g) Review of forensic images captured. The third-party audit
vendor shall audit the forensic images captured pursuant to section 5
of this act by comparing the images captured before the general
election to the image taken after the general election to determine
whether any irregularities occurred that could impact the outcome of
the election. Any forensic image taken in the prior 22 months by the
county auditor may be used, upon request, for the audit.

(4) The third-party audit vendor shall determine who authorized,
and what procedures were followed for, sending out unsolicited
absentee voter ballot applications in each general election,
beginning in 2022.

(5) During the audits conducted under this section, the third-
party audit vendor shall:

(a) Use cameras to record the entire audit process to verify the
chain of custody of all voter registration lists, ballots, and vote
tallies audited;
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(b) Require that only certain types of pens and other writing
instruments approved by the third-party audit vendor are used during
the audit;

(c) Require wardrobe differentiation for those individuals
working on the audit based on the role of the individual during the
audit;

(d) Inspect each Dballot for proper ink markings, official
watermarks, and depressions to confirm that the ballot was completed
by an individual and not by a machine not approved by the secretary
of state and the state auditor; and

(e) Inspect each special absentee ballot for folded crease marks.

(6) During the audit conducted under this section, the state
election audit board and the third-party audit vendor must review and
investigate any affidavits or complaints that were submitted or
referred to the state election audit board, the third-party audit
vendor, a county auditor, the state auditor, or the secretary of
state concerning the general election that is being audited.

(7) The third-party audit vendor shall prepare an audit report to
the state election audit board, the governor, the state auditor, the
secretary of state, and the legislature, no more than 14 days after
the audit 1is complete. The audit report must include, but 1is not
limited to, the following:

(a) An executive summary of the audit;

(b) The determination required under subsection (3) (a) of this
section concerning the review of the manual ballot count;

(c) The 1log required under subsection (3) (b) of this section
pertaining to the voter registration database;

(d) The 1log required under subsection (3) (c) of this section
pertaining to the ballot reconciliation;

(e) The 1log required under subsection (3) (d) of this section
pertaining to the chain of custody procedures;

(f) The 1log required under subsection (3) (e) of this section
concerning the vote tallies;

(g) The determination required under subsection (3) (f) of this
section concerning the review of voting systems;

(h) The determination required under subsection (3) (g) of this
section concerning the review of forensic images captured;

(i) The determination required under subsection (4) of this
section regarding sending out unsolicited absent voter ballot

applications;
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(j) The determination of each investigation conducted under
subsection (6) of this section;

(k) Any findings of irregularities; and

(1) Any recommendations for further investigation or corrective
action needed.

(8) (a) Not more than seven days after the completion of the
third-party audit vendor's report required under subsection (7) of
this section, the state election audit board shall submit a final
audit report to the governor, the secretary of state, the state
auditor, and the legislature that includes, but is not limited to,
the following:

(i) All of the information included in the audit report submitted
pursuant to subsection (7) of this section; and

(ii) Any recommendations for further investigation or corrective
action needed by law enforcement, the Jjudiciary, the secretary of
state, the state auditor, or the legislature.

(b) Reports to the governor and legislature must be submitted in
writing.

(9) In addition to the report submitted pursuant to subsection
(8) of this section, not more than 14 days after completion of the
third-party audit vendor's report required under subsection (7) of
this section, each member of the state election audit board may
submit their own final audit report to the governor, the secretary of
state, the state auditor, and the legislature. Reports to the
governor and legislature must be submitted in writing.

(10) The state election audit board is dissolved 90 days after
the state election audit board issues its final audit report under
subsections (8) and (9) of this section.

(11) (a) Each county and i1its election officials, election
employees, and election volunteers shall cooperate with the third-
party audit wvendor 1in conducting these audits, or be subject to
subpoena, warrant, criminal prosecution, or civil penalty. Any county
whose county auditor, election officials, election employees, or
election volunteers refuse to cooperate with the full forensic audit
required under this section is subject to a minimum fine of $5,000
per day of refusal. The third-party audit vendor shall report any
refusal to cooperate with the audit to the state election audit
board.

(b) The state auditor shall <collect any fines due from any

penalty issued pursuant to (a) of this subsection. The attorney
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fines due. Fines collected must be deposited in the election audit
account established under section 3 of this act.

(12) Each county auditor, election official, election worker, and
election volunteer shall sign a sworn statement under penalty of
perjury declaring that the person will help conduct the audit
honestly, truthfully, and with a good faith effort.

(13) If the independent third-party audit wvendor and the state
election audit Dboard finds that any person intentionally and
knowingly committed fraud during the election or audit process, the
state election audit board shall refer the case for investigation to
the county prosecutor and the person may be subject to criminal
punishment or civil ©penalties. A person who 1intentionally and
knowingly commits fraud during any part of the election or audit
process is guilty of a class C felony punishable under RCW 9A.20.021.

(14) As used in this section, "third-party audit vendor" means
the impartial, nonpartisan, and bonded third-party corporation
contracted with by the state election audit board to conduct the

audit required under this section.

NEW SECTION. Sec. 3. A new section is added to chapter 29A.60
RCW to read as follows:

The election audit account is created in the custody of the state
treasurer. All receipts from fines collected pursuant to section
2(11) of this act must be deposited into the account. Fifty percent
of each deposit is designated for the state auditor and 50 percent is
designated, in equal amounts, for each county that submits an
election expense reimbursement for the election. Expenditures from
the account may be used to pay for the costs incurred by the state
auditor or a county to perform election audit requirements under this
title. Only the state auditor or their designee may authorize
expenditures from the account. The account is subject to allotment
procedures under chapter 43.88 RCW, but an appropriation 1is not

required for expenditures.

Sec. 4. RCW 29A.60.185 and 2018 c¢ 218 s 2 are each amended to
read as follows:

(1) Prior to the certification of the general election, a full

forensic audit of the general election must Dbe conducted in

accordance with section 2 of this act.
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(2) Prior to certification of the primary and special election

( (ars—reguired—by—REW—29A60-3508)), the county auditor shall conduct

an audit of duplicated ballots in accordance with subsection ((+42)))

(3) of this section, and an audit using at minimum ((ewe)) two of the
following methods:

(a) An audit of results of votes cast on the direct recording
electronic voting devices, or other in-person ballot marking systems,
used in the county if there are races or issues with more than ten
votes cast on all direct recording electronic voting devices or other
in-person ballot marking systems in the county. This audit must be
conducted by randomly selecting by lot up to ((fewr)) 50 percent of
the direct recording electronic voting devices or other in-person
ballot marking systems, or one direct recording electronic voting
device or other in-person ballot marking system, whichever 1is
greater, and, for each device or system, comparing the results
recorded electronically with the results recorded on paper. For
purposes of this audit, the results recorded on paper must be
tabulated as follows: On ((eme—feurth)) 50 percent of the devices or

systems selected for audit, the paper records must be tabulated

manually; on the remaining devices or systems, the paper records may
be tabulated by a mechanical device determined by the ((seeretary—-of
state)) state auditor to be capable of accurately reading the votes

cast and printed thereon and qualified for use in the state under

applicable state and federal laws. ((Fhree—races—or—iSsges;—randomty
seleeted—Pby—+tots)) The mayoral contest with the most votes cast, one

randomly selected local government council contest, and at least one

additional randomly selected ballot contest must be audited on each

device or system. If in any particular election there is no mayoral

contest, the county auditor shall randomly select another 1local

government council race to audit. This audit procedure must be

subject to observation ((by—petitical—party —representatives—3if

the—awudit)) 1in accordance with subsection (6) of this section. As

used in this subsection, "in-person ballot marking system" or
"system" means an in-person ballot marking system that retains or
produces an electronic voting record of each vote cast using the
system;

(b) A random check of the ballot counting equipment ( (eensisternt
with—REW20A-60-37043))) for accuracy;
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(c) A risk-limiting audit. A "risk-limiting audit" means an audit
protocol that makes use of statistical principles and methods which

produce the most accurate outcome and are consistent with the highest

industry standards and is designed to limit the risk of certifying an

incorrect election outcome. ((Fhe—sSecerectaryeof—state——shaltts))

(1) ((Set)) The state auditor shall set the risk limit. A "risk

limit" means the largest statistical probability that an incorrect
reported tabulation outcome 1is not detected in a risk-limiting
audit ((+)) .

(Ranrdemtsy)) The county auditor shall randomly select for

(11)  (
audit ((at—teast—eone—statewide—ecoentest)) the mavoral race with the

most votes cast, one local government council race selected at
(fer—eaeh—eounty)) at least one ballot contest ((ether
£ewid eentest)). The county auditor shall
randomly select ((a—Paltet—eontest)) another local government council
race for audit if in any particular election there is no
( (statewide)) mayoral contest ((+—and)).

(iii) ((Bstaktisk)) The state auditor shall establish procedures

for implementation of risk-limiting audits, including random

random, and

selection of the audit sample, determination of audit size, and
procedures for a comparison risk-limiting audit and ballot polling
risk-limiting audit as defined in (c) (iii) (A) and (B) of this

subsection. The audit sample and size must be sufficiently large and

consistent with industry best practices proven to vyvield accurate

results.

(A) In a comparison risk-limiting audit, the county auditor
compares the wvoter markings on randomly selected ballots to the
ballot-level <cast vote record produced by the ballot counting
equipment.

(B) In a ballot polling risk-limiting audit, the county auditor
of a county using ballot counting equipment that does not produce
ballot-level cast vote records reports the voter markings on randomly
selected ballots until the prespecified risk limit is met; or

(d) An independent electronic audit of the original ballot
counting equipment used in the county. The county auditor may either
conduct an audit of all ballots cast, or limit the audit to ((£hree))
five percent of the precincts or ((six)) 12 Dbatches pursuant to

procedures ( (adepted—under—REW—29A60-370(3))) established by the

state auditor. This audit must be conducted using an independent

electronic audit system that is, at minimum:
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(1) Approved by the ((seeretaryef—state)) state auditor;

(ii) Completely independent from all voting systems, including
ballot counting equipment, that is used in the county;

(1ii) Not connected to the internet, and incapable of connecting

to any wireless, bluetooth, universal serial bus, or similar exterior

drives which may compromise data;

(iv) Distributed or manufactured by a vendor different from the
vendor that distributed or manufactured the original ballot counting
equipment; and

((H=vr)) J(v) Capable of demonstrating that it can vwverify and
confirm the logic and accuracy of the original ballot counting
equipment's reported results.

((#2¥)) (3) Prior to certification of the election, the county
auditor must conduct an audit of Dballots duplicated under RCW
29A.60.125. The audit of duplicated ballots must involve a comparison
of the duplicated ballot to the original ballot. The ((eournty
eanvassing—beard)) state auditor must establish procedures for the
auditing of duplicated ballots.

((3r)) (4) For each audit method included in this section, the
( (seeretary—of——state)) state auditor must adopt procedures no later

than six months before the primary, general election, or special

election for expanding the audit to include additional ballots when
an audit results in a discrepancy. The procedure must specify under
what circumstances a discrepancy will lead to an audit of additional

ballots, and the method to determine how many additional ballots will

be selected. The ((seeretary—of—state)) state auditor shall also
adopt procedures ((to—investigate)) no later than six months before

the primary, dgeneral election, or special election for investigating

the cause of any discrepancy found during an audit, which must

include an investigation by the state election audit board for any

discrepancies found in a general election.

( (-4)) (5) The ( (seeretary—oef——state)) state auditor must
establish rules ((by—JFangary—3+—264+9+)) to implement and administer

the auditing methods in this section((—Fnetuding—faeiittating))

which must include public observation in accordance with subsection

(6) of this section and detailed reporting requirements to ensure

proper transparency and accountability to the voters.

(6) All audits performed pursuant to this section must be open to

observation by the candidates on the ballot or the candidate's

designated representatives, ballot issue representatives on file with
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the county auditor or the representatives' designees, and political

party observers, and made available to a minimum of 20 county

residents per day who have resided and been registered to vote in the

county for at least 12 months prior to the election that is being

audited. The county auditor shall notify the candidates, ballot issue

representatives, and political party observers of the audit in

writing at least two weeks prior to the audit. The county auditor

shall publish a notice two weeks before each audit announcing the

audit, including the date, time, and location of the audit; a clearly

stated purpose; and an invitation to the public to attend and observe

the audit. The notice must be prominently displaved and readily

visible on the county auditor's website, or county website if the

county auditor does not have one, and published in newspapers with

the largest and, if applicable, second 1largest readership in the

county and be of a size which occupies at least one-eighth of a page.

NEW SECTION. Sec. 5. A new section is added to chapter 29A.12
RCW to read as follows:

(1) (a) The county auditor shall capture a forensic image of all
voting systems used 1in a primary, special election, or general
election and retain the image for at least 22 months after
certification of the primary, special election, or general election.
Forensic images must be captured wusing current industry best
practices, including best practices around the use of technology such
as write-blocking technology to prevent future alteration of the
drive contents captured in the forensic image.

(b) A forensic image must be captured:

(1) Immediately before the special election, primary, or general
election ballot scanning process begins;

(ii) After all special election, primary, or general election
ballots have been processed and tallied but before certification of
the special election, primary, or general election; and

(iii) No later than 24 hours after certification of the special
election, primary, or general election.

(2) The forensic 1image must be created using write-blocking
technology, or more advanced technology 1f available, to prevent
future alteration of the drive contents captured in the forensic
image.

(3) Software upgrades to voting systems are prohibited beginning

30 days prior to the special election, primary, or general election,
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and ending 90 days after certification of the special election,
primary, or general election.

(4) A full forensic audit of the forensic images must be
conducted in accordance with section 2 of this act.

(5) As used in this section:

(a) "Forensic 1image" means a copy of unaltered electronic
information capturing all the ones and zeros and all the data
contained on any and all devices, including but not limited to:
Networking, analyzing, monitoring, storage to include all types of
internal and external or data devices, routing, switching, and
firewall devices, that are involved in any way with the process of an
election. A forensic image must capture the deleted space on the
drive and account for any recent formatting, deleted files or data,
hidden files or data, and file or data fragments.

(b) "Voting system" has the same meaning as in RCW 29A.12.005.

NEW SECTION. Sec. 6. A new section is added to chapter 29A.04
RCW to read as follows:

County auditors must retain all digital and hardcopy election
data for 22 months after the primary, special election, and general
election, including but not limited to: All data from voting systems,
paper ballots, county auditor logs <created and maintained in
accordance with section 2 of this act, and the forensic imaging data
required to be captured under section 5 of this act. For increased
transparency and accountability, ballot images that do not contain
any personally identifiable information shall be made available for
in-person inspection after the election date, along with other
reasonable election data from the audit results in section 2 of this
act and RCW 29A.60.185, so long as they do not contain any personally

identifiable information.

Sec. 7. RCW 29A.60.170 and 2018 ¢ 218 s 3 are each amended to
read as follows:

(1) At least twenty-eight days prior to any special election,
general election, or primary, the county auditor shall request from
the chair of the county central committee of each major political
party a list of individuals who are willing to serve as observers.
The county auditor has discretion to also request observers from any
campaign or organization. The county auditor may delete from the

lists names of those persons who indicate to the county auditor that
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they cannot or do not wish to serve as observers, and names of those
persons who, in the judgment of the county auditor, lack the ability
to properly serve as observers after training has been made available
to them by the auditor.

(2) The counting center 1is under the direction of the county
auditor and must be open to observation by one representative from
each major political party, if representatives have been appointed by
the respective major political parties and these representatives are
present while the counting center is operating. The proceedings must
be open to the public, but no persons except those employed and
authorized by the county auditor may touch any ballot or ballot
container or operate a vote tallying system.

(3) A random check of the ballot counting equipment must be
conducted upon mutual agreement of the political party observers or

at the discretion of the county auditor. The random check procedures

must be adopted by the ((ecourty—eanvassing beoard,—and—consistent—with

auditor and be based on procedures that meet the current version of

the best practices for securing election systems as established and

published by the federal cybersecurity and infrastructure security

agency. The check must be completed no later than forty-eight hours

after election day.
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Sec. 8. RCW 29A.40.100 and 2011 ¢ 10 s 40 are each amended to

read as follows:

County auditors must request 1in writing that at least two

observers be appointed by each of the major political parties to be
present during the processing of ballots at the counting center.
County auditors have discretion to also request that observers be

appointed by any campaigns or organizations. If the county auditor

elects to request that observers be appointed by a campaign for a

particular race, the county auditor must invite all campaigns for

that race to appoint an observer to be present. The absence of the

observers will not prevent the processing of ballots 1if the county

auditor has requested their presence at least one week in advance in

writing and provided the date and time of the observation. Observers

must not be prohibited or otherwise prevented from in-person

observation of the processing of Dballots during any stage of

canvassing or election auditing.

Sec. 9. RCW 29A.72.230 and 2003 ¢ 111 s 1823 are each amended to
read as follows:
Upon the filing of an initiative or referendum petition, the

secretary of state, with oversight and wvalidation of the process by

the state auditor, shall proceed to verify and canvass the names of

the legal voters on the petition. The verification and canvass of
signatures on the petition ((mey)) must be observed by persons
representing the advocates and opponents of the proposed measure so
long as they make no record of the names, addresses, or other
information on the petitions or related records during the
verification process except upon the order of the ((superier—ecourt—of

p. 17 HB 2115



O I o U b w NN

22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39

state auditor Th comrat ooy £ o masz ] a4
. 1 1TT QC\/J—C\—L«LJ__Y A = o CTOCTT J.llu_y [ S ) ) i S

RN A e £ NP P = et T ames o 4 PP AP | £ PO PP
SN i s TTUITTIO T - OO Oo T LTV 1LIO ey 1TTO T LT TOO CITITAIT W 1T caTIT QL\.LC, P S 1T T1T 15
hexr N I P - crr ot o i a e 12 PP 139~ aa Aal s ~

- T \Jb/_LLl_L\JLl, (=9 \jJ_CLA.l_CJ_ TTUIMTIO T 1T AAYAY = w 5 OO otT™ T MC_L(.AL_Y . -

appty—eaguatty—to—both—sides<)) The ((seeretary—of——state—may—use))

state auditor shall adopt by rule any statistical sampling techniques
( (whieh—have

No petition

authorized for use for this wverification and canvass

will be rejected on the basis of any statistical method employed, and
no petition will be accepted on the basis of any statistical method
employed if such method indicates that the petition contains fewer
than the If the

secretary of state with agreement of the state auditor finds the same

requisite number of signatures of 1legal voters.

name signed to more than one petition, he or she shall reject all but
the first such valid signature. For an initiative to the legislature,
the shall copy of the

proposed measure to the legislature at the opening of its session

secretary of state transmit a certified

and, as soon as the signatures on the petition have been verified and
shall

certificate of the facts relating to the filing,

canvassed, the secretary of state send to the legislature a

verification, and

canvass of the petition.

Sec. 10. RCW 29A.60.110 and 2018 c¢ 218 s 4 are each amended to
read as follows:

(1) Immediately after their tabulation, all ballots counted at a
ballot counting center must be sealed in containers that identify the
or special election and be retained

((ex)), general election,

( (a4 i ¥’ ced 13 i il .
22 months.

primary

for at least

lenger))

(2) In the presence of major party observers

from each party

with a minimum of two observers

parpeses—Fhe) ),

being present,

containers may only be opened by the canvassing board

to conduct a random
( (REW
( (Ehe—superioer)) a

If the canvassing board

as part of the canvass, to conduct recounts,
( (trger—REW—29A606-378)), to
20A60-185))

court judge in a contest or election dispute.

check conduct an audit wunder

section 2 of this act, or by order of

it shall be done in the presence of at
and the

HB 2115

opens a ballot container,

least two observers from each of the major political parties,
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candidates on the ballot or their designated representatives if

designated in writing, and the ballot issue representatives, must

also be invited to attend. The canvass board shall make a full

written record of the additional tabulation or examination made of

the Dballots along with the date, time, and names of canvass board

members who conducted the tabulation or examination. A 1live wvideo

camera recording must capture the opening of ballot containers and

removal or handling of anyv ballots for any purpose. This record must

be added to any other record of the canvassing process and storage

process in that county, and retained for 22 months.

Sec. 11. RCW 42.56.420 and 2021 ¢ 26 s 1 are each amended to
read as follows:

The following information relating to security 1is exempt from
disclosure under this chapter:

(1) Those portions of records assembled, prepared, or maintained
to prevent, mitigate, or respond to criminal terrorist acts, which
are acts that significantly disrupt the conduct of government or of
the general civilian population of the state or the United States and
that manifest an extreme indifference to human 1life, the public
disclosure of which would have a substantial 1likelihood of
threatening public safety, consisting of:

(a) Specific and unigque vulnerability assessments or specific and
unigque response or deployment plans, including compiled underlying
data collected in preparation of or essential to the assessments, or

to the response or deployment plans which are not related to the

validity and legitimacy of the election process or outcome; and

(b) Records not subject to public disclosure under federal law
that are shared by federal or international agencies, and information
prepared from national security briefings provided to state or 1local
government officials related to domestic preparedness for acts of
terrorism;

(2) Those portions of records containing specific and unique
vulnerability assessments or specific and unigque emergency and escape
response plans at a city, county, or state adult or Jjuvenile
correctional facility, or secure facility for persons civilly
confined under chapter 71.09 RCW, the public disclosure of which
would have a substantial likelihood of threatening the security of a

city, county, or state adult or Jjuvenile correctional facility,

p. 19 HB 2115



O I o U b w NN

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38

secure facility for persons civilly confined under chapter 71.09 RCW,
or any individual's safety;

(3) Information compiled by school districts or schools in the
development of their comprehensive safe school plans under RCW
28A.320.125, to the extent that they identify specific
vulnerabilities of school districts and each individual school;

(4) Information regarding the public and private infrastructure
and security of computer and telecommunications networks, consisting
of security passwords, security access codes and programs, access
codes for secure software applications, security and service recovery
plans, security risk assessments, and security test results to the
extent that they identify specific system vulnerabilities which are

not related to the wvalidity and legitimacy of the election process or

outcome, and other such information the release of which may increase
risk to the confidentiality, integrity, or availability of security,

information technology infrastructure, or assets which are not

related to the wvalidity and legitimacy of the election process or

outcome;

(5) The system security and emergency preparedness plan required
under RCW 35.21.228, 35A.21.300, 36.01.210, 36.57.120, 36.57A.170,
and 81.112.180; and

(6) Personally identifiable information of employees, and other
security information, of a private cloud service provider that has
entered into a criminal Jjustice information services agreement as
contemplated by the United States department of Jjustice criminal

justice information services security policy, as authorized by 28

C.F.R. Part 20 ( (+—ard
.F.R. 2
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Sec. 12. RCW 292A.40.110 and 2011 c¢ 349 s 18, 2011 c¢ 348 s 4, and

2011 ¢ 10 s 41 are each reenacted and amended to read as follows:

(1) The secretary of state and state auditor shall establish

chain of custody procedures for handling ballots at all times, which

must be documented in writing no less than 90 dayvs before the primary

or election. State and county election officials and election

personnel shall, for each step of ballot processing, attest that they

are following the chain of custody procedures established under this

subsection, or, if not, the reason for deviating from the established

procedure. The attestation must include the election official's or

election personnel's initials, date, and time of attestation.

(2) The opening and subsequent processing of return envelopes for
any primary ((e¥)), dJgeneral election, or special election ( (mey))
must begin upon receipt. The tabulation of ((akserntee)) ballots must

not commence until after 8:00 p.m. on the day of the primary or

election. All Dballots must be processed and counted no later than

11:59 p.m. on the seventh day after the primary, special election, or

general election, not including Saturdays, Sundavys, and legal

holidays.
((23)) (3) All received return envelopes must be placed in

secure locations with live video cameras focused on where the ballots

are kept for storage at all times during the election process from

the time of delivery to the county auditor until their subsequent
opening. After opening the return envelopes, the county canvassing

board shall place all of the ballots in secure, tamper-proof storage

until processing. ((Batdets)) Under the surveillance of a live wvideo

camera, ballots may be taken from the inner envelopes and all the

normal procedural steps may be performed to prepare these ballots for

tabulation. Ballots that are not actively being processed for

counting or actively being counted must remain in secure, locked, and

tamper-proof storage with live video cameras focused on where the

ballots are kept for storage at all times. Ballots that have vet to

be counted must be stored in Dbatches and clearly 1labeled and
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separated from ballots that have been processed and counted in a

manner such that theyv are incapable of being comingled. The stored

batches of counted ballots must be accompanied with information that

specifies which specific tabulation machine was used to count those

ballots to provide for easy auditing of the ballots and voting

systems as needed.
((+¥)) (4) The canvassing board, or its designated official

representatives, shall examine the postmark on the return envelope

and signature on the declaration before processing the ballot. The
ballot must either be received no later than 8:00 p.m. on the day of
the primary or election, or must be postmarked no later than the day
of the ©primary or election. All personnel assigned to verify
signatures must receive training on statewide standards for signature

verification. Personnel shall verify that the voter's signature on

the ballot declaration is the same as the signature of that voter in

the registration files of the county. ((Yerifieation may be—econduected

states)) A variation between the signature of the voter on the ballot
declaration and the signature of that voter in the registration files
due to the substitution of initials or the use of common nicknames is
permitted so long as the surname and handwriting are clearly the
same.

((#4r)) (5) If the postmark is missing or illegible, the date on
the ballot declaration to which the voter has attested determines the
validity, as to the time of wvoting, for that ballot. For overseas
voters and service voters, the date on the declaration to which the
voter has attested determines the validity, as to the time of voting,

for that ballot. Any legally registered overseas voter or service

voter may return the signed declaration and voted ballot by fax or
email by 8:00 p.m. on the day of the primary or election, and the
county auditor must use established procedures to maintain the
secrecy of the ballot.

(6) The canvassing board, or 1its designated representatives,

shall examine each returned ballot and ensure that it contains the

official watermark. A Dballot that does not contain the official

watermark is invalid and may not be counted.

Sec. 13. RCW 29A.60.160 and 2016 c¢ 134 s 2 are each amended to

read as follows:
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(1) The county auditor, as delegated by the county canvassing
board, shall process Dballots and canvass the votes cast ((at—that

eahvass—ER wvotes)) on a daily basis, not including Saturdays,

Sundays, or legal holidays.
((4)) (2) Tabulation results must be made available to the

public immediately upon completion of the canvass. Records of ballots

counted must be made available to the public at the end of each day
that the county auditor has processed ballots during and after an

election.

Sec. 14. RCW 29A.60.190 and 2019 ¢ 7 s 5 are each amended to
read as follows:

(1) (a) Ten days after a special election held in February or
April, ten days after a presidential primary held pursuant to chapter
29A.56 RCW, fourteen days after a primary, or twenty-one days after a

general election except as specified in (b) of this subsection, the

county canvassing board shall complete the canvass and the secretary

of state and state auditor shall certify the results. Saturdays,

Sundays, and legal holidays are not counted for purposes of this

section. Each ballot that was returned before 8:00 p.m. on the day of
the special election, general election, primary, or presidential
primary, and each ballot bearing a postmark on or before the date of

the special election, general election, primary, or presidential

primary and received ((reo—Fater—thanr—theday before—ecertification;))

by 11:59 p.m. of the seventh day after the election not including

Saturdays, Sundays, and legal holidays must be included 1in the

canvass report.

(b) The secretary of state or state auditor may not certify a

general election until after all audits regquired under section 2 of
this act, or section 4 of this act as related to RCW 29A.60.185 for

special or primary elections, are complete. If an audit is still
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active 21 days after the general election, then the secretary of

state and state auditor shall certifyv the election with input from

the state election audit board, no later than 45 days after the

election.

(2) As part of the election certification process:

(a) The county auditor must certify in writing that the number of

votes cast in the county for the primary or election are equal to or

less than the number of registered voters in the county; and

(b) The secretary of state and the state auditor shall certify in

writing that the number of votes cast statewide in the primary or

election are equal to or less than the number of registered voters in
the state.

Sec. 15. RCW 29A.60.240 and 2013 ¢ 11 s 64 are each amended to
read as follows:

(1) The secretary of state and the state auditor shall, as soon

as possible but in any event not later than seventeen days following
the primary, canvass and certify the returns of all primary elections
as to candidates for statewide offices, United States senators and
representatives in Congress, and all legislative and Jjudicial
candidates whose district extends beyond the limits of a single
county.

(2) As part of the election certification process:

(a) The county auditor must certify in writing that the number of

votes cast in the county are equal to or 1less than the number of

registered voters in the county; and

(b) The secretary of state and the state auditor shall certify in

writing the number of votes cast statewide are equal to or less than

the number of registered voters in the state.

Sec. 16. RCW 29A.60.250 and 2013 ¢ 11 s 65 are each amended to
read as follows:

(1) As soon as the returns have been received from all the
counties of the state, but not later than the ((fhirtieth)) 45th day
after the general election, the secretary of state and the state

auditor in the presence of the state election audit board shall

canvass and certify the returns of the general election as to
candidates for statewide offices, the United States senate, congress,
and all legislative and Jjudicial candidates whose districts extend

beyond the 1limits of a single county. The secretary of state shall
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transmit a copy of the certification to the state election audit

board, governor, president of the senate, and speaker of the house of
representatives.

(2) As part of the election certification process:

(a) The county auditor must certify in writing that the number of

votes cast in the county are equal to or 1less than the number of

registered voters in the county; and

(b) The secretary of state and the state auditor shall certify in

writing the number of votes cast statewide are equal to or less than

the number of registered voters in the state.

Sec. 17. RCW 29A.60.260 and 2003 c¢ 111 s 1526 are each amended
to read as follows:

(1) The votes on proposed amendments to the state Constitution,
recommendations for the calling of constitutional conventions and
other qguestions submitted to the people must be counted, canvassed,
and returned by each county canvassing board in the manner provided
by law for counting, canvassing, and returning votes for candidates

for state offices. The secretary of state and the state auditor

shall, in the presence of the ((goverrner)) state election audit

board, within thirty days after the election, canvass the votes upon

each qgquestion and certify to the ((geverner)) state election audit

board the result. The ((geverrner)) state election audit board shall

forthwith issue a proclamation giving the whole number of votes cast
in the state for and against such measure and declaring the result.
If the vote cast upon an initiative or referendum measure is equal to
less than one-third of the total vote cast at the election, the

( (gqovexrnor)) state election audit board shall proclaim the measure to

have failed.

(2) As part of the election certification process:

(a) The county auditor must certify in writing that the number of

votes cast in the county are equal to or 1less than the number of

registered voters in the county; and

(b) The secretary of state and the state auditor must certifyv in

writing the number of votes cast statewide are equal to or less than

the number of registered voters in the state.

NEW SECTION. Sec. 18. A new section is added to chapter 29A.40
RCW to read as follows:
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A voter may only designate a person with whom the voter has an
established relationship to return a voted ballot on his or her
behalf, and no person may return a ballot on behalf of another voter
who does not meet the criteria in this section. ©No entity or
organization may return a ballot on behalf of another voter. As used
in this section, a person with an established relationship to the
voter means the registered wvoter's spouse, family member, legal
guardian, or ©person the voter |has an in-person continuous

relationship with of 12 months or more.

NEW SECTION. Sec. 19. A new section is added to chapter 29A.84
RCW to read as follows:

A person who willfully wviolates section 18 of this act regarding
the return of ballots on behalf of another person is guilty of a
class C felony punishable under RCW 9A.20.021.

Sec. 20. RCW 29A.08.125 and 2018 c¢ 109 s 7 are each amended to
read as follows:

(1) The office of the secretary of state shall maintain a
statewide voter registration database. This database must be a
centralized, uniform, interactive computerized statewide voter
registration list that contains the name and registration information
of every legally registered voter in the state.

(

ra
A =)

N

) The statewide 1list ((is—the—effieciat—1ist—of—registered

ot for—the—econduet—of all—eteections)) must match the information

of legally registered voters in the county's voter registration

system. The county auditor's voter registration list is the official

list of 1legally registered voters for the county. If there 1is a

discrepancy between the county's voter registration system and the

statewide voter registration database, the county's voter

registration system is the official list.

(3) The statewide 1list must include, but is not limited to, the

full legal name, date of birth, residence address, signature, gender,

and date of registration of every legally registered voter in the
state.
(4) A unique identifier must be assigned to each registered voter

in the state for auditing purposes.

(5) The database must be coordinated with other government
databases within the state including, but not limited to, the

department of corrections, the department of licensing, the
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department of health, the administrative office of the courts, and

county auditors. ((Fk datakbase—may—atrse—>b cocrdinated—with—Fthe
databases—oefelecetionoffieialsinother statess)) These efforts must

be for the sole purpose of validating the accuracy of the information

in the statewide voter registration database. The secretary of state

must provide any valid updates resulting from these efforts to the

county auditor. The county auditor must retain a copy of these

transferred files from the secretary of state for 22 months and must

store them separately from the county registered voter file.

(6) Authorized employees of the secretary of state and each
county auditor must have immediate electronic access to the

information maintained in the database, accessible only by a unigue

password provided to each employee, the secretary of state, and

county auditor.

(7) Voter registration information received by each county
auditor must be electronically entered into the database. The office
of the secretary of state must provide support, as needed, to enable
each county auditor to enter and maintain voter —registration
information in the state database.

(8) The secretary of state has data ((agtherity)) guidance
oversight over all voter registration data. Each county auditor has

data authority over his or her county's voter registration data.

(9) The voter registration database must be designed to

accomplish at a minimum, the following:

Comnlsz T2+ + 1 W VN D o~ tz N+ o £ 200D (D T
(a) (( \Jlllt/_L_Y W ICTTT CITIT LJ.CLt./ NI 1T 1T CTTE v O TT T T = U0 A\ 1T
FoF—2E52—+
1)) Identify, investigate, and remove duplicate voter

registrations, identified by a comparison of the name, date of birth,

and address;
((#er)) (b) Identify suspected duplicate voters;
((#eF)) (c) Screen against any available databases maintained by

other government agencies to identify voters who are ineligible to

vote due to a felony conviction, lack of Washington state residency

or United States citizenship, or mental incompetence;

((#e¥)) (d) Provide images of voters' signatures for the purpose
of checking signatures on initiative and referendum petitions;

( (1)) (e) Provide for a comparison between the voter
registration database and the department of licensing change of

address database;
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((#g¥)) (£f) Provide access for county auditors that includes the
capability to wupdate registrations and search for duplicate or
invalid registrations;

((Hr)) (g) Provide for the <cancellation of registrations of
voters who have moved out of state; and

( () (h) Provide for the separate storage of pending
registration records for all future voters who have not yet reached
eighteen years of age in a manner that these records will not appear

on the official 1list of legally registered voters authorized to vote

until the future registrant is no longer in pending status as defined
under RCW 29A.08.615.

(10) The secretary of state may, upon agreement with other
appropriate Jjurisdictions, screen against any available databases
( (maintained by ——eleetion—officials—in—other —states—and databases))
maintained by federal agencies including, but not limited to, the
federal bureau of investigation, the federal court system, the
federal bureau of prisons, and the Dbureau of citizenship and

immigration services for the purpose of wverifying a voter

registration meets the required criteria to legally vote in

Washington.

(11) The database shall retain information regarding previous
successful appeals of proposed cancellations of registrations in
order to avoid repeated cancellations for the same reason. Any

canceled voter registrations must be completely removed from the

official statewide voter registration database and the county's voter

registration database and retained in a separate database located on

different equipment from the statewide voter registration database

and the county's voter registration database. All canceled voter

registrations must remain inactive 1in this manner unless and until

such time the voter legally meets the reguirements to vote again in

Washington state.
(12) Each county auditor ((ska3%)) must maintain a list of all

legally registered voters within the county that are ((eertaired))
also to be maintained on the ( (effieiad)) statewide  voter

registration list. In addition to the information maintained in the
statewide database, the county database must also maintain the
applicable taxing district and precinct codes for each voter in the
county, and a list of elections in which the individual voted.

(13) Each county auditor shall allow only secure and fully

auditable electronic access and information transfer between the
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county's voter registration system and the official statewide voter

registration list.

Sec. 21. RCW 29A.08.105 and 2009 ¢ 369 s 8 are each amended to

read as follows:

(1) ( (Fr—eceomptiance—with—fthe—Help—America—Veote—Aet T
HF—252)r+—=%the)) The centralized statewide voter registration 1list
maintained by the secretary of state ((4+s)) must match the voter

registration data submitted by each county auditor to be the official

list of eligible voters for all elections.
(2) In all counties, the county auditor shall be the chief

registrar of voters for every precinct within the county.

Sec. 22. RCW 29A.08.620 and 2011 ¢ 10 s 17 are each amended to
read as follows:

(1) Each county auditor must request change of address
information from the postal service for all mail ballots no later

than 90 days prior to the primary, special election, or dJgeneral

election.
(2) ((Fhe)) Periodically and no later than 60 days prior to the

primary, special election, or general election the county auditor

shall, based on the information received under subsection (1) of this

section, transfer the registration of a voter and send an
acknowledgment notice to the new address informing the voter of the
transfer 1if change of address information received by the county
auditor from the postal service, the department of licensing, or
another agency designated to provide voter registration services
indicates that the voter has moved within the county.

(3) ((Fre)) Periodically and no later than 60 days prior to the

primary, special election, or general election the county auditor

shall, based on the information received under subsection (1) of this

section, place a voter on inactive status and send to ((ax¥)) the
last known ((addresses)) address a confirmation notice ((apra—a—roter

registrationr—apptieatien)) that there is a change of address if

change of address information received by the county auditor from the

postal service, the department of licensing, or another agency
designated to provide voter registration services indicates that the
voter has moved from one county to another.

(4) ((Fre)) Periodically and no later than 60 days prior to the

primary, special election, or general election the county auditor
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shall, based on the information received under subsection (1) of this

section, place a voter on inactive status and send to ((a+¥)) the
last known ((addresses)) address a confirmation notice if any of the
following occur:

(a) Any document mailed by the county auditor to a wvoter is
returned by the postal service as undeliverable without address
correction information; or

(b) Change of address information received from the postal
service, the department of 1licensing, or another state agency
designated to provide voter registration services indicates that the

voter has moved out of the state.

Sec. 23. RCW 29A.08.510 and 2009 c 369 s 26 are each amended to
read as follows:

The registrations of deceased voters ((may)) must be canceled
from voter registration lists as follows:

(1) ((Periedieaddty)) (a) At least quarterly, and no later than 60

days before a primary, special election, or general election, the

registrar of vital statistics of the state shall prepare a list of
persons who resided in each county, for whom a death certificate was
transmitted to the registrar and was not included on a previous list,

and shall supply the list to the secretary of state. The secretary of

state shall also obtain the current social security administration's

death master file at least on a qguarterly basis but no later than 60

days before a primary, special election, or deneral election. The

secretary of state shall send, in a separate file, the information

received pursuant to this subsection to the county auditor in each

county where the county voter registration database needs to be

updated to reflect the information received.

(b) The secretary of state and county auditors shall compare
((Ehis—3+3s€t)) these 1lists with the registration records and cancel

the registrations of deceased voters no later than 50 days before a

primary, special election, or general election.

(2) In addition, each county auditor may also use appropriate

government agencies and newspaper obituary articles as a source of
information for identifying deceased voters and canceling a
registration. The auditor must verify the identity of the voter by
matching the voter's date of birth or an address. The auditor shall

keep a written current log and record the date and source of the

information in the cancellation records along with the date and time
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of the cancellation and the first and last name of the election

employvee making the cancellation.

(3) In addition, ((amy¥)) a legally registered voter who provides

proof to the county auditor's office of an established relationship

with a deceased registered voter may sign a statement, subject to the

penalties of perjury, to the effect that to his or her personal
knowledge or belief another registered voter is deceased. This
statement may be filed with the county auditor or the secretary of
state. Upon the receipt of such signed statement, the county auditor
or the secretary of state shall cancel the registration from the

official state voter registration list. As used in this subsection, a

person with an established relationship to the deceased registered

voter means the deceased registered voter's spouse, family member,

legal guardian, or executor of his or her will.

Sec. 24. RCW 29A.08.540 and 2004 c 267 s 127 are each amended to
read as follows:

(1) Registration records of persons whose voter registrations
have Dbeen canceled as authorized under this title must be preserved

( (Fa—the—manner preseribed by rule by the seceretary—of—state)) for at

least 22 months for audit purposes, and in a manner determined by the

county auditor to ensure that canceled registrations do not appear on

the voter registration list until such time as the voter is properly

registered. Information from such canceled registration records is

available for public inspection ((and—ecopying—te—the——sam exctent

atr 11 2 o~ A Iz RO 207N [aXe) 71N £ + 1 v ot . PPN I~ SN S P
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infeormation)) . For each cancellation, the county auditor shall keep a

current log and record the source of the information used to cancel a

voter's registration, the date the information was received, the date

and time of the cancellation, and the first and last name of the

election emplovee making the cancellation in the voter registration

database.

(2) Records of transfers of registrations under this title must

be preserved for at least 22 months for audit purposes, and in a

manner determined by the county auditor to ensure that canceled

registrations do not appear on the voter registration list until such

time as the voter is properly registered.

Sec. 25. RCW 29A.12.020 and 2003 ¢ 111 s 302 are each amended to

read as follows:
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The ((seeretary—of—state)) state auditor shall inspect, evaluate,

and publicly test all voting systems or components of voting systems
that are submitted for review ( (order—REW—25A32-030) ) . The

tary—ef—state)) state auditor shall determine whether the

voting systems conform with all of the requirements of this title,

the applicable rules adopted in accordance with this title, and with

( (qeperatty—aceepted—safety—reguirements)) Lthe most current version

of the best practices for securing election systems as established

and published by the federal cybersecurity and infrastructure

security agency. The state auditor must issue a report within 30 days

providing details of this review, that includes the state auditor's

findings and recommendations. The ( (seeretary—of——=state)) state
auditor shall transmit a copy of the report of any examination under
this section, within thirty days after completing the examination, to

the secretary of state and the county auditor of each county.

NEW SECTION. Sec. 26. A new section is added to chapter 29A.12
RCW to read as follows:

The secretary of state and state auditor shall ensure that
election practices within the state adhere to the most current
version of the best practices for securing election systems as
established and published Dby the federal cybersecurity and
infrastructure security agency and to the state auditor's
recommendations. The state auditor must review and verify that these
published best practices have been used and these standards have been

properly met.

Sec. 27. RCW 29A.12.030 and 2003 ¢ 111 s 303 are each amended to
read as follows:

The manufacturer or distributor of a voting system or component

of a wvoting system may submit that system or component to the
(

(seeretary—of—state)) state auditor for examination ((urder—REW
)

Sec. 28. RCW 29A.12.040 and 2003 ¢ 111 s 304 are each amended to

read as follows:
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+2))) The ((seeretary—eof—state)) state auditor may contract with

experts in software, hardware, network, cybersecurity, mechanical, or

electrical engineering or data processing to assist in examining a
voting system or component. The manufacturer or distributor who has
submitted a wvoting system for testing ((wrder—REW—29A3F2-038)) shall

pay the ((seeretary—of—state)) state auditor a deposit to reimburse

the cost of any contract for consultation under this section and for
any other unrecoverable costs associated with the examination of a
voting system or component by the manufacturer or distributor who

submitted the voting system or component for examination.

Sec. 29. RCW 29A.12.070 and 2020 ¢ 101 s 3 are each amended to
read as follows:

An agreement to purchase or lease a voting system or a component
of a voting system is subject to that system or component passing:

(1) An acceptance test sufficient to demonstrate that the

equipment is the same as that certified by the ((seeretary—eof—state))

state auditor and that the equipment 1s operating correctly as

delivered to the county; and

(2) A logic and accuracy test and vulnerability test conducted by

((&)) an independent private sector vendor certified by the federal
(( + P N ma E "t a1 s w1~ T 1aaA o PENENEE S P I P L\t,))
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cybersecurity and infrastructure security agency, separate from the

manufacturer or distributor of the system being tested, with

participation by the state auditor and local elections officials.

Sec. 30. RCW 29A.12.080 and 2013 ¢ 11 s 22 are each amended to

read as follows:

No voting device shall be approved by the ((seeretary—eof—state))

state auditor unless it passes a logic and accuracy test,

vulnerability test, and:

(1) Secures to the voter secrecy in the act of voting;

(2) Remains disconnected from the internet and other mechanisms

that could allow remote access to the voting systems or network;

(3) Permits the voter to vote for any person for any office and

upon any measure that he or she has the right to vote for;
((3¥)) (4) Correctly registers all votes cast for any and all

persons and for or against any and all measures; and
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Fas)) (5) Has been tested and certified by an independent ( (festing
] . oo Ly : . , : . .

commission) ) private sector vendor certified by the federal

~7

cybersecurity and infrastructure security agency separate from the

manufacturer or distributor of the system being tested, with

participation by the state auditor and local elections officials. A

county auditor has the authority to conduct an additional test and

certification of the voting devices by an independent third party and

have the cost reimbursed by the secretary of state.

Sec. 31. RCW 29A.12.101 and 2006 c¢ 207 s 3 are each amended to

read as follows:

(1) The ((seeretary—ef——state)) state auditor shall not approve a

vote tallying system unless it:
((#r)) J(a) Correctly counts votes on ballots ((er—whiech—the

((F)) (b)) Ignores votes marked for any office or issue where
more than the allowable number of votes have been marked, but
correctly counts the properly voted portions of the ballot;

((3r)) (c) Accumulates a count of the specific number of ballots
tallied for each precinct, total votes by candidate for each office,
and total votes for and against each issue of the ballot in that
precinct;

((#4r)) J(d) Produces precinct and cumulative totals in printed
form; and

E RPN Ry + L PN P S,
= ) ey ) ull_l_\iuc sy CITIS o CTACT

( (5—Exeep
kFas)) (e) Has been tested and certified by an independent ( (festing
: . oo Ly : . , : . .

commission) ) private sector vendor certified by the federal

~7

cybersecurity and infrastructure security agency, separate from the

manufacturer or distributor of the system being tested.

(2) The state auditor shall inspect, evaluate, and publicly test

all voting systems or components of voting systems that are submitted

for review. The state auditor shall determine whether the wvoting

systems conform with all of the reguirements of this title, the

applicable rules adopted in accordance with this title, and with the

most current version of the best practices for securing election
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systems as established and published by the federal cybersecurity and

infrastructure security agency.

Sec. 32. RCW 29A.12.130 and 2003 ¢ 111 s 313 are each amended to
read as follows:

At least three days before each state primary or general

election, the office of the ((seeretary—ef—state)) state auditor

shall provide for the conduct of tests of the programming for each
vote tallying system to be used at that primary or general election.
The test must wverify that the system will correctly count the vote
cast for all candidates and on all measures appearing on the ballot
at that primary or general election. The test shall verify the
capability of the wvote tallying system to perform all of the
functions that can reasonably be expected to occur during conduct of
that particular primary or election. If any error is detected, the

cause shall be determined and corrected, and an errorless total

((shad?)) must be produced before the primary or election.
Such tests ((skhalE)) must be observed by at least ((eme)) Lwo

representatives from each major political party((—Ff—representatives

st+)) and ((shexE)) must be open to candidates, the
press, and the public. The county auditor and any political party
observers shall certify that the test has Dbeen conducted in
accordance with this section. Copies of this certification shall be

retained by the secretary of state, the state auditor, and the county

auditor. All programming materials, test results, and test ballots

((shad?)) must be ((seevredly—secated—untitl—+theday—of the primary—or
general—eteetion)) made available for audit under section 2 of this

act.

Sec. 33. RCW 29A.12.140 and 2003 ¢ 111 s 314 are each amended to

read as follows:

The ((seeretary—eof—state)) state auditor may publish recommended

procedures for the operation of the various vote tallying systems

that have been approved. These procedures allow the office of the

( (seeretaryof—state)) state auditor to restrict or define the use of

approved systems in elections.

Sec. 34. RCW 29A.12.150 and 2013 ¢ 11 s 24 are each amended to

read as follows:
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The ((seeretary—eof—state)) state auditor shall not certify under

this title any voting device or machine for wuse in conducting a

primary or general or special election 1in this state unless the
device or machine correctly records on a separate ballot the votes
cast by each elector for any person and for or against any measure
and such separate ballots are available for audit purposes after such

a primary or election.

Sec. 35. RCW 29A.12.160 and 2011 c¢ 10 s 25 are each amended to
read as follows:

(1) At each voting center, at least one voting unit certified by

the ((seeretary—eof——state)) state auditor shall provide access to

individuals who are blind or visually impaired.

(2) For purposes of this section, the following definitions
apply:

(a) "Accessible" includes receiving, using, selecting, and
manipulating voter data and controls.

(b) "Nonvisual" includes synthesized speech, Braille, and other
output methods.

(c) "Blind and visually impaired" excludes persons who are both
deaf and blind.

Sec. 36. RCW 29A.12.180 and 2018 ¢ 218 s 6 are each amended to
read as follows:

(1) A manufacturer or distributor of a voting system or component

of a wvoting system that 1is certified by the ((seeretary—of——state
gader—RCW—20A-12-020)) state auditor shall disclose to the state

election audit board in the case of a general election, secretary of

state ((amd)), state auditor, attorney general, and county auditors

of counties affected, any breach of the security of its system

immediately following discovery of the breach if:

(a) The breach has, or 1is reasonably likely to have, compromised
the security, confidentiality, or integrity of an election in ( (a#y))
the state or nation; or

(b) Personal information of residents in any state was, or 1is
reasonably believed to have been, acquired by an unauthorized person
as a result of the breach and the personal information was not
secured. For purposes of this subsection, "personal information" has
the meaning given in RCW 19.255.010.
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(2) Notification under subsection (1) of this section must be
made 1in the most expedient time possible and without unreasonable

delay.

Sec. 37. RCW 29A.12.190 and 2018 c¢ 218 s 7 are each amended to

read as follows:

(1) The ((seeretary—eof——state)) state auditor may decertify a

voting system or any component of a voting system and withdraw

authority for its future use or sale in the state 1if, at any time

after certification, the ( (seeretary—eof—state)) state auditor

determines that:
(a) The system or component fails to meet the standards set forth
in applicable federal ((guidetines)) cybersecurity and infrastructure

security agency standards;

(b) The system or component was materially misrepresented in the
certification application;
(c) The applicant has installed unauthorized modifications to the

certified software or hardware; or

(d) ((7\r\=7 £ SWENES ran o~ ENEEE N NN == | sz o] A +=ad Iz + ]
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seeretary—of——state)) There is a legitimate concern that a system or

component would compromise the security of elections in the state.

The state auditor shall submit a written report of the concerns to

the state election audit board during a general election, secretary

of state, and county auditors of affected counties. The secretary of

state and state auditor shall post a working 1link to the state

auditor's report on their respective websites. The 1link must be

predominantly displayed on the top one—-third of the website.

(2) The ((seeretary—eof——state)) state auditor may decertify a

voting system or any component of a voting system and withdraw
authority for its future use or sale in the state if the manufacturer
or distributor of the voting system or component thereof fails to
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notify the secretary of state and state auditor of any security

breach in accordance with the notification reguirements in RCW
29A.12.180.

Sec. 38. RCW 29A.12.200 and 2020 ¢ 101 s 2 are each amended to

read as follows:
(1) The secretary of state and state auditor must annually
consult with the ( (Washingtenr——state—Ffusien—eenters)) state chief
p. 37 HB 2115




0 I o U b w NN

11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30

31
32
33
34
35
36
37
38
39

information officer ((+)) and each county auditor to identify
instances of security breaches of election systems or election data.

(2) To the extent possible, the secretary of state and state
auditor must identify whether the source of a security breach, if
any, 1s a foreign entity, domestic entity, or both.

(3) By December 31st of each year, the state auditor with the

consultation of the secretary of state must submit a report to the

state election audit board for the general election of the current
ear, governor, state chief information officer, ((Washingtenr——state

fusion——eentery) ) and the chairs and ranking members of the

appropriate legislative committees from the senate and house of
representatives that includes information on any instances of
security breaches identified under subsection (1) of this section and
options to increase the security of the election systems and election
data, and to prevent future security breaches. The report, and any
related material, data, or information provided pursuant to
subsection (1) of this section or used to assemble the report, may
only be distributed to, or otherwise shared with, the individuals

specifically mentioned in this subsection (3), as well as county

auditors for audit purposes, and an independent private sector vendor

certified by the federal cybersecurity agency separate from the

manufacturer or distributer of the voting system being used in the

current election.

(4) For the purposes of this section:

(a) "Foreign entity" means an entity that 1is not organized or
formed under the laws of the United States, or a person who 1is not
domiciled in the United States or a citizen of the United States.

(b) "Security breach" means a breach of the election system or
associated data where the system or associated data has Dbeen

penetrated, accessed, or manipulated by an unauthorized person.

NEW SECTION. Sec. 39. A new section is added to chapter 29A.04
RCW to read as follows:

Prior to working on any election, an election official, employee,
or volunteer must sign and date an oath as follows:

"I will help conduct the election and any election audit
honestly, truthfully, with good faith effort, and to the best of my
ability. I acknowledge that any intentional and knowing fraud
committed on my part is a gross misdemeanor and punishable under RCW
9A.20.021."
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NEW SECTION. Sec. 40. A new section is added to chapter 29A.84
RCW to read as follows:

Unless otherwise specified wunder this chapter, an election
official, election employee, or election volunteer who knowingly and
intentionally uses his or her position to commit fraud is guilty of a
class C felony, punishable under RCW 9A.20.021.

Sec. 41. RCW 29A.36.111 and 2009 c¢ 414 s 1 are each amended to
read as follows:

(1) Every ballot for a single combination of issues, offices, and
candidates shall be uniform within a precinct and shall identify the
type of primary or election, the county, and the date of the primary
or election, and the Dballot or voting device shall contain
instructions on the proper method of recording a vote, 1including
write-in votes. Each position, together with the names of the
candidates for that office, shall be clearly separated from other
offices or positions in the same jurisdiction. The offices in each
jurisdiction shall be clearly separated from each other. No paper
ballot or ballot card may be marked by or at the direction of an
election official in any way that would permit the identification of
the person who voted that ballot.

(2) ((7\1/\ 1 PR S NN [ RS RN |
IXTT LT T T TITUTTOS =L T T T ITUIT] A\

battet<)) All Dballots, including replacement Dballots, provisional

ballots, duplicated ballots, and paper records from voting devices to

be electronically or manually tabulated, must contain an official

watermark approved by the secretary of state and state auditor. A

ballot that 1is not the original ballot mailed to the voter must

include an official watermark that is wvisually distinct from the

watermark contained in original ballots. Ballots for overseas and

service voters must include an official watermark that is wvisually

distinct from the watermark contained 1in original Dballots and

nonoriginal ballots, and must be visible on the ballot received by

the county. The watermark must be sufficient to prove that the ballot

is an official ballot and not a reproduction. The secretary of state

and the state auditor shall take measures to secure the software or

firmware used to store the electronic file of the watermark. Only
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ballots containing the official watermark are wvalid and may be

counted.

Sec. 42. RCW 29A.60.235 and 2018 c¢ 218 s 9 are each amended to
read as follows:

(1) The county auditor shall prepare at the time of certification
an election reconciliation report that discloses the following

information:

@

The number of registered voters;

The number of ballots issued;

The number of ballots received;

The number of ballots counted;

The number of ballots rejected;

The number of provisional ballots issued;

The number of provisional ballots received;

The number of provisional ballots counted;

The number of provisional ballots rejected;

The number of federal write-in ballots received;

The number of federal write—-in ballots counted;

H o~ Y- B 5 Q - 0O Q O

The number of federal write-in ballots rejected;

o~ o~ o~ o~ o~ o~ o~ o~ o~ o~ o~~~
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The number of overseas and service ballots issued by mail,
email, website link, or facsimile;

(n) The number of overseas and service ballots received by mail,
email, or facsimile;

(0) The number of overseas and service ballots counted by mail,
email, or facsimile;

(p) The number of overseas and service ballots rejected by mail,
email, or facsimile;

(d) The number of nonoverseas and nonservice ballots sent by
email, website link, or facsimile;

(r) The number of nonoverseas and nonservice ballots received by
email or facsimile;

(s) The number of nonoverseas and nonservice ballots that were
rejected for:

(i) Failing to send an original or hard copy of the ballot by the
certification deadline; or

(ii) Any other reason, including the reason for rejection;

(t) The number of voters credited with voting;

(u) The number of replacement ballots requested;

(v

) The number of replacement ballots issued;
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The number of replacement ballots received;

The number of replacement ballots counted;

w)
x)
y) The number of replacement ballots rejected; and
z) Any other information the state auditor or ((seeretary—of

state)) county auditor deems necessary to reconcile the number of

ballots counted with the number of voters credited with voting, and
to maintain an audit trail.
(2) The county auditor must make the report available to the

public at the auditor's office and must publish the report on the

auditor's website ((at—the—+timeof ecertifieatrion)) upon completion of

the report. The county auditor must submit the report in writing to

the secretary of state, state auditor, and state election audit board

for a general election, at the time of ((eertifiecatienin—any—form
determined—by—the seeretary—eof—state)) completion of the report.

(3) (2a) The secretary of state, state auditor, and state election

audit board for a dgeneral election, must ((eetteet)) receive the

reconciliation reports from each county auditor ((eme) ) . The

secretary of state must prepare a statewide reconciliation report for

each state primary and general election, which must be thoroughly

reviewed and reconciled using the county auditor reports for final

approval by the state auditor and, for a general election, the state

election audit board. The report may be produced in a form determined
by the ((seeretary)) state auditor that includes the information as

described in this subsection (3). The report must be prepared and

published on the secretary of state's and the state auditor's website

1ot
T Lo T

beenr—ecertified)) immediately upon completion.

(b) The state report must include a comparison among counties on

itz o il o o 2 E NP E L I = NN T
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rates of votes received, counted, and rejected, including
provisional, write-in, overseas Dballots, and ballots transmitted
electronically. The comparison information may be in the form of
rankings, percentages, or other relevant quantifiable data that can
be used to measure performance and trends.

(c) The state report must also include an analysis of the data
that can be used to develop a better understanding of election
administration and policy. The analysis must combine data, as
available, over multiple vyears to provide broader comparisons and
trends regarding voter registration and turnout and ballot counting.
The analysis must incorporate national election statistics to the

extent such information is available.
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Sec. 43. RCW 29A.08.775 and 2011 ¢ 10 s 19 are each amended to
read as follows:

Only voters who appear on the official ((statewide)) county voter

registration 1list are eligible to participate in elections. ((Eaeh
eounty)) The secretary of state shall maintain a copy of ((hat))
each county's ( (portieonr—eof—+he—state——F5%)) official voter
registration 1list. The ((eeuwnty)) secretary of state and state

auditor must ensure that voter registration data wused for the
production, issuance, and processing of ballots in the administration
of each election are the same as the official ((statewide)) county

voter registration list.

Sec. 44. RCW 43.09.050 and 1992 c¢ 118 s 6 are each amended to
read as follows:

The auditor shall:

(1) Except as otherwise specifically provided by law, audit the
accounts of all collectors of the revenue and other holders of public
money required by law to pay the same into the treasury;

(2) In his or her discretion, inspect the books of any person
charged with the receipt, safekeeping, and disbursement of public
moneys;

(3) 1Investigate improper governmental activity wunder chapter
42.40 RCW;

(4) Inform the attorney general in writing of the necessity for
the attorney general to direct prosecutions in the name of the state
for all official delinquencies 1in relation to the assessment,
collection, and payment of the revenue, against all persons who, by
any means, become possessed of public money or property, and fail to
pay over or deliver the same, and against all debtors of the state;

(5) Give dinformation in writing to the legislature, whenever
required, upon any subject relating to the financial affairs of the
state, or touching any duties of his or her office;

(6) Report to the director of financial management in writing the
names of all persons who have received any moneys belonging to the
state, and have not accounted therefor;

(7) Authenticate with his or her official seal papers issued from
his or her office;

(8) Make his or her official report annually on or before the

31st of December; and
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(9) Perform duties reqgquired under chapter . . ., TLaws of 2022
(this act).

NEW SECTION. Sec. 45. The following acts or parts of acts

related to exempting election security information from public
records disclosure are each repealed:

(1) 2021 c¢ 26 s 2 (uncodified) (making exemptions apply to
records requests already made but for which disclosure has not vyet
occurred); and

(2) 2021 ¢ 26 s 3 (uncodified) (emergency clause).

NEW SECTION. Sec. 46. This act 1is necessary for the immediate

preservation of the public peace, health, or safety, or support of
the state government and its existing public institutions, and takes

effect immediately.

--- END ---

p. 43 HB 2115



	Section 1.
	Section 2.
	Section 3.
	Section 4.
	Section 5.
	Section 6.
	Section 7.
	Section 8.
	Section 9.
	Section 10.
	Section 11.
	Section 12.
	Section 13.
	Section 14.
	Section 15.
	Section 16.
	Section 17.
	Section 18.
	Section 19.
	Section 20.
	Section 21.
	Section 22.
	Section 23.
	Section 24.
	Section 25.
	Section 26.
	Section 27.
	Section 28.
	Section 29.
	Section 30.
	Section 31.
	Section 32.
	Section 33.
	Section 34.
	Section 35.
	Section 36.
	Section 37.
	Section 38.
	Section 39.
	Section 40.
	Section 41.
	Section 42.
	Section 43.
	Section 44.
	Section 45.
	Section 46.

