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HOUSE BI LL 1763

St ate of WAshi ngt on 60t h Legi sl ature 2007 Regul ar Sessi on
By Representatives Wllianms, Mrris, Meller and Sinpson

Read first time 01/26/2007. Referred to Commttee on Judiciary.

AN ACT Relating to protecting financial information and neans of
identification stored on portable electronic data storage devices;
anendi ng RCW 9. 35. 001; and adding a new section to chapter 9.35 RCW

BE | T ENACTED BY THE LEG SLATURE OF THE STATE OF WASHI NGTON:

Sec. 1. RCW9.35.001 and 1999 c 368 s 1 are each anended to read
as follows:

(1) The legislature finds that financial information is persona
and sensitive information that if unlawfully obtained by others nay do
significant harmto a person's privacy, financial security, and other
interests. The legislature finds that unscrupul ous persons find ever
nore clever ways, including identity theft, to inproperly obtain and
use financial information. The legislature intends to penalize
unscrupul ous people for inproperly obtaining financial information.

(2) The leqgislature finds that the storage of |arge amunts of
unencrypted financial information or neans of identification on

portabl e el ectronic data storage devices and the transportati on of such

devices away from the workplace contribute to identity crines. The

legislature intends to reduce the incidence of identity crines by

inposing civil liability in certain cases where wongful access to

p. 1 HB 1763



w N

©O© 00 N o o b

10
11
12
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
33

financial information or neans of identification from a portable
el ectronic data storage device that has been renpved fromthe workpl ace
leads to an identity crine.

NEW SECTION. Sec. 2. A new section is added to chapter 9.35 RCW
to read as foll ows:

(1) A person violates this section if:

(a) The person possesses the financial information or the neans of
identification of one hundred or nore persons for any |awful purpose
connected to a business or nonprofit organization;

(b) The person, or his or her enployee, renoves fromthe prem ses
of the business or organization a portable electronic data storage
device containing the financial information or neans of identification
of one hundred or nore persons;

(c) The financial information or neans of identification on the
portable electronic data storage device is wongfully accessed and
utilized to commt a violation of RCW9.35.010 or 9.35.020; and

(d) The financial information or neans of identification on the
portabl e el ectronic data storage device was not protected by encryption
software at the tinme it was wongfully accessed.

(2) For the purposes of this section:

(a) "Person" nmeans any natural person, association, partnership,
corporation, or organization.

(b) "Portable electronic data storage device" neans any portable
el ectronic device capable of storing information, including, but not
limted to, a | aptop conputer, personal data assistant, portable hard
drive, or flash nenory device.

(3) The legislature finds that the practices covered by this
section are matters vitally affecting the public interest for the
pur pose of applying the consunmer protection act, chapter 19.86 RCW A
violation of this section is not reasonable in relation to the
devel opnent and preservation of business and is an unfair or deceptive
act in trade or commerce and an unfair method of conpetition for the
pur pose of applying the consuner protection act, chapter 19.86 RCW

--- END ---
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