©O© 00 N o o b

10
11
12
13
14
15
16
17
18

H 0206. 2

HOUSE BI LL 1012

St ate of WAshi ngt on 590th Legislature 2005 Regul ar Sessi on

By Representatives Mrris, Hudgi ns, Si npson, Ni xon, Ander son,
Morrell, Linville, B. Sullivan and O nsby

Prefiled 12/23/2004. Read first tinme 01/10/2005. Referred to
Comm ttee on Technol ogy, Energy & Comruni cati ons.

AN ACT Relating to conputer spyware; and adding a new chapter to
Title 19 RCW

BE | T ENACTED BY THE LEG SLATURE OF THE STATE OF WASHI NGTON:

NEW SECTION. Sec. 1. The definitions in this section apply
t hroughout this chapter unless the context clearly requires otherw se.

(1) "Advertisenent"” nmeans a communi cation, the primary purpose of
which is the cormmercial pronotion of a conmmercial product or service,
including content on an internet web site operated for a commerci al
pur pose.

(2) "Authorized user,” with respect to a conputer, neans a person
who owns or is authorized by the owner or |essee to use the conputer.
An "authorized user" does not include a person or entity that has
obt ai ned aut hori zation to use the conputer solely through the use of an
end user |icense agreenent.

(3) "Computer software" neans a sequence of instructions witten in
any programm ng | anguage that is executed on a conputer.

(4) "Conmputer virus" nmeans a conputer program or other set of
instructions that is designed to degrade the performance of or disable
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a conputer or conputer network and is designed to have the ability to
replicate itself on other conputers or conputer networks w thout the
aut hori zation of the owners of those conputers or conputer networKks.

(5) "Consunmer"™ neans an individual who resides in this state and
who uses the conputer in question primarily for personal, famly, or
househol d pur poses.

(6) "Damage" neans any significant inpairment to the integrity or
availability of data, software, a system or infornmation.

(7) "Execute," when used wth respect to conputer software, neans
the performance of the functions or the <carrying out of the
instructions of the conputer software.

(8) "Intentionally deceptive" neans any of the foll ow ng:

(a) An intentionally and materially false or fraudul ent statenent;

(b) A statement or description that intentionally omts or
m srepresents material information in order to deceive the consuner;
and

(c) An intentional and material failure to provide any notice to an
aut hori zed user regarding the download or installation of software in
order to deceive the consuner.

(9) "Internet" neans the global information system that is
logically linked together by a globally unique address space based on
the internet protocol (IP), or its subsequent extensions, and that is
able to support communications wusing the transmssion contro
pr ot ocol /i nt er net pr ot ocol (TCP/'I P) Ssuite, or its subsequent
extensi ons, or other |P-conpatible protocols, and that provides, uses,
or makes accessible, either publicly or privately, high |evel services
| ayered on the communi cations and related infrastructure described in
t his subsecti on.

(10) "Person" neans any individual, partnership, corporation,
limted liability conpany, or other organization, or any conbination
t her eof .

(11) "Personally identifiable information" nmeans any of the
fol | ow ng:

(a) First name or first initial in conbination with | ast nane;

(b) Credit or debit card nunbers or other financial account
nunbers;

(c) A password or personal identification nunber required to access
an identified financial account;
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(d) Social security nunber; and

(e) Any of the followng information in a form that personally
identifies an authorized user:

(1) Account bal ances;

(1i) Overdraft history;

(1i1) Paynment history;

(tv) A history of web sites visited,

(v) Honme address;

(vi) Wbrk address; and

(vii) A record of a purchase or purchases.

NEW SECTION. Sec. 2. A person or entity that is not an authorized
user shall not, with actual know edge, wth conscious avoi dance of
actual know edge, or wllfully, cause conputer software to be copied
onto the conputer of a consuner in this state and use the software to
do any of the follow ng:

(1) Modify, through intentionally deceptive neans, any of the
follow ng settings related to the conputer's access to, or use of, the
i nternet:

(a) The page that appears when an authorized user |aunches an
internet browser or simlar software program used to access and
navi gate the internet;

(b) The default provider or web proxy the authorized user uses to
access or search the internet; and

(c) The authorized user's list of bookmarks used to access web
pages;

(2) Collect, through intentionally deceptive neans, personally
identifiable information that neets any of the followng criteria:

(a) It is collected through the use of a keystroke-Iogging function
that records all keystrokes made by an authorized user who uses the
conputer and transfers that information from the conputer to another
person;

(b) I't includes all or substantially all of the web sites visited
by an authorized user, other than web sites of the provider of the
software, if the conputer software was installed in a manner designed
to conceal fromall authorized users of the conputer the fact that the
software is being installed; and
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(c) It is a data el enent described in section 1(11) (b), (c), (d),
or (e)(i) or (ii) of this act that is extracted from the consuner's
conputer hard drive for a purpose wholly unrelated to any of the
pur poses of the software or service described to an authorized user;

(3) Prevent, wthout the authorization of an authorized user,
through intentionally deceptive neans, an authorized user's reasonabl e
efforts to block the installation of, or to disable, software by
causing software that the authorized user has properly renoved or
disabled to automatically reinstall or reactivate on the conputer
wi t hout the authorization of an authorized user;

(4) Intentionally m srepresent that software will be uninstalled or
di sabled by an authorized user's action, wth know edge that the
software will not be uninstalled or disabled; and

(5) Through intentionally deceptive neans, renove, disable, or
render inoperative security, antispyware, or antivirus software
installed on the conputer.

NEW SECTION. Sec. 3. (1) A person or entity that is not an
aut hori zed wuser shall not, wth actual know edge, wth conscious
avoi dance of actual know edge, or willfully, cause conputer software to
be copied onto the conputer of a consunmer in this state and use the
software to do any of the foll ow ng:

(a) Take control of the consuner's conputer by doing any of the
fol | ow ng:

(1) Transmtting or relaying comrercial electronic mail or a
conputer virus fromthe consuner's conputer, where the transm ssion or
relaying is initiated by a person other than the authorized user and
wi t hout the authorization of an authorized user;

(i1) Accessing or using the consuner's nodemor internet service to
cause damage to the consuner's conputer or to cause an authorized user
to incur financial charges for a service that is not authorized by an
aut hori zed user;

(tit) Using the consuner's conputer as part of an activity
performed by a group of conputers to cause damage to anot her conputer
including, but not limted to, launching a denial of service attack
and

(tv) Opening multiple, sequential, stand-alone advertisenents in
the consuner's internet browser wthout the authorization of an

HB 1012 p. 4



© 00 N O Ol WDN P

N NNNMNNNMNNMNNMNNNRRRPERERERERERPREPR PR
© 0N O U DM WNEREFO®OOO-NOOUO M WNR O

30
31
32
33
34
35
36

aut hori zed user and with know edge that a reasonable conputer user
cannot close the advertisenents wi thout turning off the conputer or
cl osing the consuner's internet browser;

(b) Modify any of the follow ng settings related to the conputer's
access to, or use of, the internet:

(1) An authorized user's security or other settings that protect
i nformati on about the authorized user to steal personal infornmation of
an aut horized user; and

(ii1) The security settings of the conputer to cause danage to one
or nore conputers; and

(c) Prevent, without the authorization of an authorized user, an
aut hori zed user's reasonable efforts to block the installation of, or
to disable, software by doing any of the follow ng:

(1) Presenting the authorized user with an option to decline
installation of software with know edge that, when the option is
selected by the authorized wuser, the installation nevertheless
proceeds; and

(11) Falsely representing that software has been di sabl ed.

(2) Nothing in this section applies to any nonitoring of, or
interaction with, a subscriber's internet or other network connection
or service, or a protected conputer, by a tel econmunications carrier,
cabl e operator, conputer hardware or software provider, or provider of
information service or interactive conputer service for network or
conputer security purposes, diagnostics, technical support, repair,
aut hori zed updates of software or system firmnare, authorized renote
system managenent, or detection or prevention of the unauthorized use
of or fraudulent or other illegal activities in connection with a
network, service, or conputer software, including scanning for and
removi ng software under this chapter.

NEW SECTION. Sec. 4. (1) A person or entity, who is not an
aut hori zed user, shall not do any of the followwng with regard to the
conputer of a consuner in this state:

(a) Induce an authorized user to install a software conponent onto
the conputer by intentionally m srepresenting that installing software
is necessary for security or privacy reasons or in order to open, View,
or play a particular type of content; and
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(b) Deceptively cause the copying and execution on the conputer of
a conputer software conponent with the intent of causing an authorized
user to use the conponent in a way that violates any other provision of
this section.

(2) Nothing in this section shall apply to any nonitoring of, or
interaction with, a subscriber's internet or other network connection
or service, or a protected conputer, by a tel econmunications carrier,
cabl e operator, conputer hardware or software provider, or provider of
information service or interactive conputer service for network or
conputer security purposes, diagnostics, technical support, repair,
aut hori zed updates of software or system firmmvare, authorized renote
syst em managenent, or detection or prevention of the unauthorized use
of or fraudulent or other illegal activities in connection with a
network, service, or conputer software, including scanning for and
removi ng software under this chapter.

NEW SECTION. Sec. 5. It is the intent of the |egislature that
this chapter is a matter of statew de concern. This chapter supersedes
and preenpts all rules, regulations, codes, ordinances, and other |aws
adopted by a city, county, city and county, municipality, or |oca
agency regarding spyware and notices to consuners from conputer
software providers regarding information collection.

NEW SECTION. Sec. 6. The legislature finds that the practices
covered by this chapter are matters vitally affecting the public
interest for the purpose of applying the consuner protection act,
chapter 19.86 RCW A violation of this chapter is not reasonable in
relation to the devel opnment and preservation of business and is an
unfair or deceptive act in trade or commerce and an unfair nethod of
conpetition for the purpose of applying the consumer protection act,
chapter 19.86 RCW

NEW SECTION. Sec. 7. If any provision of this act or its
application to any person or circunstance is held invalid, the
remai nder of the act or the application of the provision to other
persons or circunstances is not affected.
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NEW SECTION. Sec. 8. Sections 1 through 7 of this act constitute

a new chapter

in Title 19 RCW

~-- END ---
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