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H 1443.1

SUBSTI TUTE HOUSE BI LL 1072

State of WAshi ngt on 55th Legislature 1997 Regul ar Sessi on

By House Commttee on Law & Justice (originally sponsored by
Representati ves Sterk, Sheahan, H ckel and Del vin)

Read first tine 1/31/97

AN ACT Relating to interception, transmssion, recording, or
di scl osure of communications; anmending RCW 9.73.120; adding a new
section to chapter 9.73 RCW and prescribing penalties.

BE | T ENACTED BY THE LEG SLATURE OF THE STATE OF WASHI NGTON:

NEW SECTION. Sec. 1. A new section is added to chapter 9.73 RCW
to read as foll ows:

(1) As used in this section:

(a) "Wre comuni cation"” neans any aural transfer nmade in whol e or
in part through the use of facilities for the transm ssion of
communi cations by the aid of wire, cable, or other |ike connection
bet ween the point of origin and the point of reception, including the
use of such connectionin a switching station, furni shed or operated by
any person engaged in providing or operating such facilities for the
transm ssion of intrastate, interstate, or foreign communi cations, and
such termincludes any el ectronic storage of such comruni cati on.

(b) "Electronic comunication” neans any transfer of signs,
signals, witing, imges, sounds, data, or intelligence of any nature
transmtted in whole or in part by a wre, radio, electromagnetic,
phot oel ectronic, or photo-optical system but does not include:
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(1) Any wire or oral comrunication

(i1) Any comrunication made through a tone-only pagi ng device; or

(ti1) Any comruni cation froma tracking device.

(c) "Electronic conmunication service" nmeans any service that
provides to users thereof the ability to send or receive wire or
el ectroni ¢ comuni cati ons.

(d) "Pen register” nmeans a device that records or decodes
el ectronic or other inpulses that identify the nunbers dialed or
otherwise transmtted on the telephone Iine to which such device is
attached, but such termdoes not include any device used by a provider
or custoner of a wire or electronic comunication service for billing,
or recording as an incident to billing, for communications services
provi ded by such provider or any device used by a provider or custoner
of a wire communication service for cost accounting or other 1|ike
purposes in the ordinary course of its business.

(e) "Trap and trace device" nmeans a device that captures the
incomng electronic or other inpulses that identify the originating
nunber of an instrunment or device from which a wire or electronic
communi cation was transmtted.

(2) No person may install or use a pen register or trap and trace
device without a prior court order issued under this section except as
provi ded under subsection (6) of this section or RCW9. 73. 070.

(3) Alaw enforcenent officer may apply for and the superior court
may i1 ssue orders and extensions of orders authorizing the installation
and use of pen registers and trap and trace devices as provided in this
section. The application shall be under oath and shall include the
identity of the officer making the application and the identity of the
| aw enforcenent agency conducting the investigation. The appl i cant
must certify that the information |likely to be obtained is relevant to
an ongoing crimnal investigation being conducted by that agency.

(4) If the court finds that the information |ikely to be obtai ned
by such installation and use is relevant to an ongoing crimnal
investigation and finds that there is probable cause to believe that
the pen register or trap and trace device will lead to obtaining
evidence of a crinme, contraband, fruits of crinme, things crimnally
possessed, weapons, or other things by neans of which a crine has been
commtted or reasonably appears about to be commtted, or will lead to
| earning the location of a person who is unlawfully restrained or
reasonably believed to be a witness in a crimnal investigation or for
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whose arrest there i s probabl e cause, the court shall enter an ex parte
order authorizing the installation and use of a pen register or a trap
and trace device. The order shall specify:

(a) The identity, if known, of the person to whomis leased or in
whose nane is listed the tel ephone Iine to which the pen register or
trap and trace device is to be attached;

(b) The identity, if known, of the person who is the subject of the
crimnal investigation;

(c) The nunber and, if known, physical |ocation of the tel ephone
line to which the pen register or trap and trace device is to be
attached and, in the case of a trap and trace device, the geographic
l[imts of the trap and trace order; and

(d) A statenment of the offense to which the information likely to
be obtained by the pen register or trap and trace device rel ates.

The order shall direct, if the applicant has requested, the
furnishing of information, facilities, and technical assistance
necessary to acconplish the installation of the pen register or trap
and trace device. An order issued under this section shall authorize
the installation and use of a pen register or a trap and trace device
for a period not to exceed sixty days. Extensions of such an order may
be granted, but only upon a new application for an order under
subsection (3) of this section and upon the judicial findings required
by this subsection. The period of extension shall be for a period not
to exceed sixty days.

An order authorizing or approving the installation and use of a pen
register or a trap and trace device shall direct that the order be
seal ed until otherw se ordered by the court and that the person owni ng
or leasing the line to which the pen register or trap and trace device
is attached, or who has been ordered by the court to provi de assistance
to the applicant, not disclose the existence of the pen register or
trap and trace device or the existence of the investigation to the
|isted subscriber or to any other person, unless or until otherw se
ordered by the court.

(5) Upon the request of an officer of a |law enforcenent agency
authorized to install and use a pen register under this chapter, a

provider of wre or electronic comunication service, |andlord,
custodi an, or other person shall furnish such | aw enforcenent officer
forthwith all information, facilities, and technical assistance

necessary to acconplish the installation of the pen register
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unobtrusively and wwth a mnimumof interference with the services that
the person so ordered by the court accords the party with respect to
whomthe installation and use is to take place, if such assistance is
directed by a court order as provided in subsection (4) of this
section.

Upon the request of an officer of a |law enforcenent agency
aut hori zed to receive the results of a trap and trace devi ce under this
chapter, a provider of a wire or electronic conmunication service,

| andl ord, custodian, or other person shall install such device
forthwith on the appropriate line and shall furnish such |aw
enforcenent officer all additional information, facilities, and

techni cal assistance including installation and operation of the device
unobtrusively and with a mnimumof interference with the services that
the person so ordered by the court accords the party with respect to
whom the installation and use is to take place, if such installation
and assistance is directed by a court order as provided in subsection
(4) of this section. Unl ess otherwise ordered by the court, the
results of the trap and trace device shall be furnished to the officer
of a law enforcenent agency, designated in the court order, at
reasonabl e i nterval s during regul ar busi ness hours for the duration of
t he order.

A provider of awire or electronic conmuni cation service, |andlord,
custodian, or other person who furnishes facilities or technical
assi stance pursuant to this subsection shall be reasonably conpensated
by the law enforcenent agency that requests the facilities or
assistance for such reasonable expenses incurred in providing such
facilities and assi stance.

No cause of action shall lie in any court against any provider of
a wire or electronic communication service, its officers, enployees,
agents, or other specified persons for providing information,
facilities, or assistance in accordance wwth the ternms of a court order
under this section. A good faith reliance on a court order under this
section, a request pursuant to this section, a legislative
authorization, or a statutory authorization is a conplete defense
agai nst any civil or crimnal action brought under this chapter or any
ot her | aw.

(6)(a) Notw thstanding any other provision of this chapter, a | aw
enforcement officer and a prosecuting attorney or deputy prosecuting
attorney who jointly and reasonably determ ne that there is probable
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cause to believe that an energency situation exists that involves
i mredi at e danger of death or serious bodily injury to any person that
requires the installation and use of a pen register or atrap and trace
devi ce before an order authorizing such installation and use can, with
due diligence, be obtained, and there are grounds upon which an order
coul d be entered under this chapter to authorize such installation and
use, may have installed and use a pen register or trap and trace device
if, within forty-eight hours after the installation has occurred, or
begins to occur, an order approving the installation or use is issued
in accordance with subsection (4) of this section. |In the absence of
an authorizing order, such use shall imediately term nate when the
i nformati on sought is obtained, when the application for the order is
deni ed or when forty-eight hours have | apsed since the installation of
the pen register or trap and trace device, whichever is earlier. If an
order approving the installation or use is not obtained within forty-
ei ght hours, any information obtained is not adm ssible as evidence in
any |egal proceeding. The knowing installation or use by any |aw
enforcenment officer of a pen register or trap and trace devi ce pursuant
to this subsection wi thout application for the authorizing order within
forty-eight hours of the installation shall constitute a violation of
this chapter and be punishable as a gross m sdenmeanor. A provider of
awre or electronic service, |landlord, custodian, or other person who
furnished facilities or technical assistance pursuant to this
subsection shall be reasonably conpensated by the |aw enforcenent
agency that requests the facilities or assistance for such reasonabl e
expenses incurred in providing such facilities and assi stance.

(b) Alaw enforcenent agency that authorizes the installation of a
pen register or trap and trace device under this subsection (6) shal
file a nonthly report with the admnistrator for the courts. The
report shall indicate the nunber of authorizations nade, the date and
time of each authorization, whether a court authorization was sought
within forty-eight hours, and whether a subsequent court authorization
was grant ed.

Sec. 2. RCW9.73.120 and 1989 c¢ 271 s 207 are each anended to read
as follows:

(1) Wthin thirty days after the expiration of an authorization or
an extension or renewal thereof issued pursuant to RCW9. 73.090(2) as
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now or hereafter anended, the issuing or denying judge shall nake a
report to the admnistrator for the courts stating that:

(a) An authorization, extension or renewal was applied for;

(b) The kind of authorization applied for;

(c) The authorization was granted as applied for, was nodified, or
was deni ed;

(d) The period of recordi ng authorized by the authorization and the
nunber and duration of any extensions or renewal s of the authorizati on;

(e) The offense specified in the authorization or extension or
renewal of authorization;

(f) The identity of the person authorizing the application and of
the investigative or | awenforcenent officer and agency for whomit was
made;

(g) Whether an arrest resulted fromthe conmuni cati on whi ch was the
subj ect of the authorization; and

(h) The character of the facilities fromwhich or the place where
t he communi cations were to be recorded.

(2) In addition to reports required to be nade by applicants
pursuant to federal |aw, all judges of the superior court authorized to
i ssue authority pursuant to this chapter shall nmake annual reports on
t he operation of this chapter to the adm nistrator for the courts. The
reports made under this subsection nust include information on
aut hori zations for the installation and use of pen registers and trap
and trace devices under section 1 of this act. The reports by the
judges shall contain (a) the nunber of applications made; (b) the
nunber of authorizations issued; (c) the respective periods of such
aut hori zations; (d) the nunber and duration of any renewals thereof;
(e) the crimes in connection with which the comunications or
conversations were sought; (f) the nanes of the applicants; and (Q)
such other and further particulars as the adm nistrator for the courts
may require, except that the admnistrator for the courts shall not
require the reporting of information that mght lead to the disclosure
of the identity of a confidential informant.

The chief justice of the suprene court shall annually report to the
governor and the |legislature on such aspects of the operation of this
chapter as he deens appropriate including any reconmendati ons he may
care to nake as to legislative changes or inprovenents to effectuate
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1 the purposes of this chapter and to assure and protect individual
2 rights.

~-- END ---
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